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Privacy Information for Laboratory Tests

Dear patient,
Your physician in charge mandated LabPMM GmbH, Zeppelinstraße 1, 85399 Hallbergmoos (hereinafter: “we” or “us”) to conduct tests for your treatment. In order to deliver our services, we use personal data and special categories of personal data in accordance with the General Data Protection Regulation (GDPR) and the German Federal Data Protection Act (BDSG) and other applicable data protection laws.
This privacy information regards the processing of your personal data and your rights to protect such data.
Categories of Personal Data, Purpose of Processing and Legal Basis
When we are mandated, the physician in charge shares your given name, surname, date of birth, gender and medical record number with us. We use such information to attribute samples and diagnosis to the correct patients. This information is required to perform the treatment agreement with you. The processing is based on Art. 6 para 1 lit. c GDPR.
Further, the physician in charge shares your diagnosis with us and supplies us with biological material taken from you. We use these, in order to compile a diagnosis which will be summarized in a report. Processing such data is necessary for medical diagnosis and pursuant to a contract with a health professional. The processing is based on Art. 9 para 2 lit. h, para 3 GDPR, Sec. 22 para 1 No. 1 lit. b BDSG.
We will further use your given name, surname, date of birth and medical record number to invoice our services to the physician in charge. This information is required to perform the contracted tests. The processing is based on Art. 6 para 1 lit. c GDPR. If services are to be invoiced directly to you, the physician in charge will further provide us with your address. This information is required to perform the treatment agreement with you. The processing is based on Art. 6 para 1 lit. c GDPR.
Disclosure and Sharing of Your Data
We will store and back up your personal data on servers operated by our mother company, Invivoscribe Inc., located in the U.S.A. 
In order to conduct FLT3 ITD Minimal Residual Disease analysis, NPM1 Minimal Residual Disease analysis and Gene Panel tests, we will contract our sister company LabPMM LLC in San Diego, U.S.A. to perform the testing, and transmit your information and samples to our sister company.
Erasure
Your data will be stored as long as legal retention periods require us to do so. After the retention period has elapsed, your personal data will be deleted and samples will be destroyed.
Your Rights and Contact
You may ask to access your personal data at any time to have it rectified, deleted and/or restricted from further processing.
To execute your rights, please contact us via email at info@labpmm.de, via fax on +49 89 9218 5748 or via post to LabPMM GmbH, Zeppelinstraße 1, 85399 Hallbergmoos. 
If you think that processing your personal data infringes data protection laws, you are further entitled to lodge a complaint with a data protection authority. In order to do that you may contact the Bayerisches Landesamt für Datenschutzaufsicht as our competent data protection authority.
Data Protection Officer
For any enquiries with regard to the processing of your personal data you may also contact our data protection officer using the following contact details: Monika Kefer, Blumenstr. 9A, D-83569 Vogtareuth.
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